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Setting the Stage 

New redteam engagement - We’ve all been there before… 
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Setting the Stage (C2) 

New redteam engagement - We’ve all been there before… 
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Setting the Stage 
(Custom Malware) 
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CET compliant

CFG compliant

Sleep Masking

Module Stomping

AI/ML

ETW / ETW-Ti

Callstack Spoofing

DLL Sideloading

PIC Frameworks

Kernel Callbacks

Code Similarities

Memory Scans

Exotic Process Injections

Indirect Syscalls

Sandbox

UDRL

Setting the Stage (Defense Evasion) 
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Problem (for attackers) 
Cost of Malware Development Increases
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Solution - Historically
Bring Your Own … 

RMM/Interpreter/Traitorware/etc.
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Solution - Historically
Bring Your Own … 

RMM/Interpreter/Traitorware/etc.
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Solution - This Talk
MODIFY Your Own CSP 

(Cloud Service Provider) Agents
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CSP (Cloud Service Provider) 
Agents
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CSP Agents

Cloud Service Provider supplied agent installed on cloud/onprem hosts for… 

● Remote Management 
● OS Policy Enforcement 
● Patching 
● CI/CD execution (runner)
● Automation
● Monitoring 
● Logging 
● Telemetry collection 
● SASE/client VPN
● … and more! 
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CSP Agents

Cloud Service Provider supplied agent installed on cloud/onprem hosts for… 
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● … and more! 

15



Open-Source

● Agent Source Code
● SDK, Library 
● Tools, testing framework, CLI, … 
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WHY CSP Agents
Code & Binary

NetworkingCapabilities

TRUST

● Trusted, Installed, Running
● Open-Source
● Various Versions 

● Built-in Offsec Capabilities
● Command Execution, 

Upload/Download, Shell, 
Proxy, Port Forwarding…

● Outbound only (tcp/443)
● Trusted CSP, Trusted 

Cloud Services
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Stage 0 & Persistence

● Initial Access (with the right trigger & container & decoy)

● Assumed Breach  

● Persistence 

● Is NOT C2 alternative 
○ Lacks Post-Ex features 
○ Defense Evasion 

● Used to … 
○ Bring in Stage 1 safely 
○ One-off persistence / compromise 
○ Keep your main C2 agents safe! 
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Previous Research & Our Contribution

Mostly focused on “Bringing”

Mitiga.io - Abusing SSM as a Remote Access Trojan 
(GOAT)

https://www.mitiga.io/blog/abusing-the-amazon-web-servic
es-ssm-agent-as-a-remote-access-trojan

@ZepherSec - LOLCloud, Azure Arc, C2aaS
(GOAT #2)

https://blog.zsec.uk/azure-arc-c2aas/

And many, many more
References & Credits slide at the end

Contribution - “Modifying”

MODIFY agents for enhanced opsec, defense 
evasion, added capability

Analyze code structure, constraints → Simplify or 
Bypass

Cover all 3 major CSPs and their agents

Combine different cloud services, SDKs, and source 
code into single payload

Defensive guidance
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● Code Signing ? 
○ Self-signed + non valid code sign 
○ WDAC, Applocker, Application Control

• well… 

● Just be Normal
○ Being Normal >>> Code Signing
○ Normal == Behavior, Code Similarity, etc.
○ Modify 3~5% of the code base 

● Licensing / ToS ? 
○ Your AWS Tenant
○ Your binary 
○ Your victim machine
○ (... but we are not lawyers!) 

Elephant in the Room 

Redteam 
Malware
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AWS SSM & EvilSSM
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Auth/Authorization - AWS IAM

Centralized Management at Scale

Shell, RDP & More

Key Features

AWS SSM (Systems Manager)
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Legitimate C2 for Cloud Admins



AWS SSM
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AWS SSM
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AWS SSM
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EvilSSM: Problems

Root/Local Admin priv required

Multiple binaries on disk

OS Service Creation

BAD

Multiple On-disk artifacts

Lack of central controller
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EvilSSM: Solutions

Root/Local Admin priv required

Multiple binaries on disk

OS Service Creation

BAD

Multiple On-disk artifacts

Lack of central controller

Run SSM as current user

Goroutines + Single Binary

Remove service, artifacts, and other bloats

GOOD

Evilssm-Controller.py
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EvilSSM: Single Binary - Before

Component Description

installer/updater/cli Official installer (PE, DEB, RPM), ssm-setup-cli, standalone updater, etc. 

amazon-ssm-agent Core supervisor - Systemd(*nix) entry point, Credential refresh, Self update

ssm-agent-worker Task Polling from SSM (MDS/MGS), Run core “plugin” modules, control sub-processes

ssm-document-worker Single Task/Command “document” executor. Temporary child process
(aws:runShellScript, aws:configurePackage) 

ssm-session-worker Manages Session Manager session, responsible for sessions/shells 
(Standard_Stream, InteractiveCommands, Port)

ssm-session-logger Read log file → Writes to stdout // Only for Windows 

winpty.dll, winpty-agent.exe Windows WinPTY library/helper to create pseudoterminal/pseudo-shell 
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EvilSSM: Single Binary - Before

ssm-agent-worker [PIC101]

amazon-ssm-agent [PID 100]

ssm-document-worker [PID 200]

SSM

amazon-ssm-agent [PID 100]

EvilSSM

ssm-session-worker [PID 201]

30



EvilSSM: Single Binary - AFTER

Component Description

amazon-ssm-agent EVERYTHING (Registration, Polling, Document parsing, Plugin 
Execution…)

winpty.dll, winpty-agent.exe Library/helper to create pseudoterminal/pseudo-shell 
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EvilSSM: Single Binary - AFTER 
2. Start runDocumentWorker GoRoutine

3. Runs aws:runShellScript → 
runscript.Plugin

1. Task Poll → Agent process → In-Process go function
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EvilSSM: Run as Current User 

Linux - Run as current user 
Windows - Remove password reset, local admin creation,
impersonation shinanigans
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EvilSSM: Change directory & Remove artifacts 

Change base directory to current directory Remove logging artifacts 
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EvilSSM: Before
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EvilSSM: Before

36



37



EvilSSM: After
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EvilSSM: After
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EvilSSM: After
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EvilSSM: After
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EvilSSM: Demo
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https://docs.google.com/file/d/1t5H_LrnxLyNEFBayq8ftDN4BhLqstPOD/preview


Azure Pipelines & EvilAzP
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Azure Arc

SSH, RDP & More

Centralized Management at Scale

Closed Source

Key Features
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Azure Arc: Problems

Root/Local Admin priv required

Multiple binaries on disk

Difficult to Customize 

BAD

Closed Source
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Azure Pipelines

Remote Script Execution Support

CI/CD Pipelines

Open Source

Key Features
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Azure Pipelines: Solutions

Root/Local Admin priv required

Multiple binaries on disk

Difficult to Customize 

BAD (Azure Arc)

Closed Source

GOOD (Azure Pipelines)

Standard user priv required

Single Binary Through Customization 

Open source
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Azure Pipelines: Additional Convenience Features
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Azure Pipelines: Additional Convenience Features
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EvilAzp: Azure Pipelines workflow
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EvilAzp: Azure Pipelines workflow
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EvilAzp: Azure Pipelines workflow
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EvilAzp: Azure Pipelines workflow
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EvilAzp: Issues to Address 

Simplify Execution

Single-Binary Packaging

Other Upgrades

Issues
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EvilAzp: Single Binary Packaging Before
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EvilAzp: Single Binary Packaging Before
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EvilAzp: Single Binary Packaging After
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EvilAzp: Single Binary Packaging After
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EvilAzp: Simplify Execution(Disable Auto Update)
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EvilAzp: Simplify Execution(Disable File Trace) 
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EvilAzp: Other Upgrades(Polling Time)
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EvilAzp: Limitations as a C2

No built-in port forwarding

No built-in tunneling

Limited file transfer capabilities

Limitations
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EvilAzp: Solutions
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https://docs.google.com/file/d/1QiikFFZwPxiF3jC09fuDLjBqBoV4OWAu/preview


Google OS Config & EvilOSConfig
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GCP OS Config

VM Manager == … VM Manager

Google Computing Engine == VM

OSConfig Agent (client-side)

Components
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GCP OS Config

Patch Management

Inventory Management

OS Policies

Key Features

Pre-installed on all GCE instances (!)
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EvilOSConfig: execResource
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EvilOSConfig: Problems

BAD

temp

Slow Command Execution

temp

Slow Command Execution

Registration → 169.254.169.254

Service Creation

No upload/download functionality
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EvilOSConfig: Solutions

BAD

Pub/Sub SDK implementation

Metadata-proxy & CDN/Redirectors

GOOD

Remove Service functionality

temp

Slow Command Execution

temp

Slow Command Execution

Registration → 169.254.169.254

Service Creation

No upload/download functionality Implement GCP Cloud Storage
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EvilOSConfig: Registration Problem

Requires GCE 169.254.169.254
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EvilOSConfig: Registration → Metadata-Proxy
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EvilOSConfig: Registration → Metadata-Proxy
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EvilOSConfig: Registration → Metadata-Proxy

1. Find & Replace metadata host → Attacker controlled host

2. Add in HTTP basic auth + Required headers/etc

3. Baked Product 
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Pub/Sub Client using official SDK 

EvilOSConfig: Slow Cmd Execution → Pub/Sub! 

Problem: OSPolicy.Resource.ExecResource TOO SLOW
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Use pub-sub client instead of execResource policy 



EvilOSConfig: No File Upload/Download → CloudStorage

1. Create CloudStorage URL using gcloud CLI 2. Create OSPolicy to from #1 URL 

3. Transfer policy to agent → Agent runs policy
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EvilOSConfig: Demo
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https://docs.google.com/file/d/1aozc7RALnUU3DOmEvNxQa8ig0aL5-36b/preview


Defender Perspective
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Takeaway

● Look at this FUD l33t h4xx0r malware - X
○ PoC, a LOT more work to be done 

● CSP Agents are EVERYWHERE 
○ Yes, even in your org! 

● We blindly TRUST CSP Agents 
○ CSP provided 
○ Installed by default 
○ Monitoring? Detection? → Nah, just exclude it 

● But CSP agents can be… 
○ Modified 
○ Abused 

● Why NOW? 
○ AI, AI, AI 

● Need more awareness, research, detection 79



Defender Perspective

Host artifacts 

● Registration Vaults (evilssm)

● Runtime artifacts (identity files, .lock files, .state files, etc.) 

● File IPCs 

● Command/Session outputs, etc. 

● Technically all in-memory possible, but too much modification 
○ More modification → Less Normal 
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Defender Perspective

Network traffic & Context 
 

● Employee endpoint → AWS SSM APIs ?

● Server in Azure → GCP OSConfig ?

● EC2 instance → Another SSM API connection? 

● Various cloud API requests 
○ SSM API, Azure Devops Pipeline, OSConfig, Pub/Sub, 

CloudStorage, … 
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Defender Perspective

Behavior Analysis

● Shell/Powershell execution 
○ Child process creation + execution 
○ “Normal”, but also “traditional” 
○ Encoded powershell scripts → BAD!

● Additional DLL/EXE required for Windows RDP (evilssm) 
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Reference & Credits 

● https://github.com/Print3M/MyTalks/blob/main/2026_06_x33fcon_Bring_Your_Own_Everything_-_The_Final_Approa
ch.pdf 

● https://github.com/boku7/Loki 
● https://conference.hitb.org/hitbsecconf2024bkk/materials/D1%20COMMSEC%20-%20My%20First%20and%20Last

%20Shellcode%20Loader%20-%20Dobin%20Rutishauser.pdf
● https://frichetten.com/blog/ssm-agent-tomfoolery/ 
● https://www.mitiga.io/blog/mitiga-security-advisory-abusing-the-ssm-agent-as-a-remote-access-trojan 
● https://blog.zsec.uk/azure-arc-c2aas/ 
● https://cloudonaut.io/aws-ssm-is-a-trojan-horse-fix-it-now/ 
● https://frichetten.com/blog/ssm-agent-tomfoolery/ 
● @dobin, @Print3M, @boku, @badsectorlabs, @__ar0d__, Mitiga, ZephrSec, Nick Frichette, Michael Wittig
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Thank you! 
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github.com/project-agents


